Security

Fabric CLI Commands:

Use the following commands to view, accept, and deny authorization requests, to view
upstream and downstream units, and to list or test fabric units:

Commands Description

diagnose sys csf authorization pending-list View pending authorization requests on the
root FortiGate

diagnose sys csf authorization accept Authorize a device to join the Security Fabric

FGVMEVKOQOGGCKOE

diagnose sys csf authorization pending-list View pending authorization requests on the
root FortiGate

diagnose sys csf authorization deny Deny a device from joining the Security

FGVMEVKOQOGGCKOE Fabric

diagnose sys csf downstream Show connected downstream devices

diagnose sys csf upstream Show connected upstream devices

diagnose sys csf fabric-device list List all known fabric devices

v HQ-FW X

HQ-FwW #

Serial

HQ-FW # diagnose sys csf authorization pending-list

IP Address HA-Members

HQ-FW # diagnose sys csf authorization pending-list

Serial IP Address HA-Members
FGVMEVKOQOGGCKOE 192.168.100.205:443

CKOE
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HQ-FW #

HQ-Fw #
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diagnose sys csf downstream

FGVMEVKOQOGGCKOE (192.168.100.205) Management-IP: 192.168.100.205 M
path FGVMEVA8B-NGO85A : FGVMEVKOQOGGCKOE

data received: Y downstream intf:port5 upstream intf:port5 upstream
admin-port:443 authorizer:FGVMEVA8B-NGO85A

FGVMEVNERDJI6GKEGE (192.168.100.230) Management-IP: 192.168.100.230 M
path:FGVMEVASB—NGOSSA:FGVMEVNERDJﬁKEGE

data received: Y downstream 1intf:port5 upstream intf:port5 upstream
admin-port:443 authorizer:FGVMEVA8B-NGO85A

FGVMEVJAIWYL3H58 (192.168.100.220) Management-IP: 192.168.100.220 M
path:FGVMEVA8B-NGO85A : FGVMEVIAIWYL 3H5B

data received: Y downstream intf:port5 upstream intf:port5 upstream
admin-port:443 authorizer:FGVYMEVA8B-NGO85A
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" HQ-FW |« FW1 X

FwWl # diagnose sys csf upstream
Upstream Information:

Serial Number:FGVMEVA8B-NGO85A
IP:192.168.100.200

Connecting interface:port5
Connection status:Authorized

v HO-FW « FW1 |« DC-FW x| ' BR-FW

DC-FwW #

DC-FW # diagnose sys csf upstream
Upstream Information:

Serial Number:FGVMEVA8B-NGO85A
IP:192.168.100.200

Connecting interface:port5
Connection status:Authorized

& HQ-FW " PW1 & DC-FW | BR-FW X

BR-FW #

BR-FW # diagnhose sys csf upstream
Upstream Information:

Serial Number:FGVMEVA8B-NGO85A
IP:192.168.100.200

Connecting interface:port5
Cconnection status:Authorized
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